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Questionnair for Control Self Asgggment
PO1 : Define a Strategic IT Plan

Total: Not normalized compliance values 2.156

How shuck do Statements

Statements compliance

ou agree?
y g values

Level 0: Non-existent =~ LA R e e s T ik o e e S S R e
1 1T strategic plannlng is nol performed Not at all 0
There is no management awareness that IT strategic planning is needed to support business

goals.

Not at all

Total

Number of matuality statement
Maturity level compliance value

Not normalized compliance values
Contribution

Level 1: Initial /AdHoc St g
3  The need for IT strategic plannlng is known by IT management Completely 1

IT planning is performed on an as-needed basis in response to a specific business

4 2 Not at all 0
requirement.

5 IT strategic planning is occasionally discussed at IT management meetings. Not at all 0
The alignment of business requirements, applications and technology takes place reactively

6 S Not at all 0
rather than by an organisationwide strategy.

7  The strategic risk position is identified informally on a project-by-project basis. Completely

Total
Number of matuality statement

Maturity level compliance value

Not normalized compliance value
Contribution

8 IT strategic planning is shared with business management on an as-needed basis. Quite a lot 0.66



Questionnair for Contrcl Self Asessment
PO1 : Define a Strategic IT Plan

Total: Not normalized compliance values

Statements
How much do .
Statements compliance
you agree?
values
9 Updating of the IT plans occurs in response to requests by management. Quite a lot 0.66
Strategic decisions are driven on a project-by-project basis, without consistency with an ,
10 i A little 0.33
overall organisation strategy.
11 lt;i risks and user benefits of major strategic decisions are being recognised in an intuitive m 0.66

Total
Number of matuality statement

Maturity level compliance value

Not normalized compliance values ,' =
Contribution

Level 3: Defined Process

12 A policy defines when and how to perform IT strategic planning. Quite a lot 0.66
13 IS‘It'asf;rateglc planning follows a structured approach, which is documented and known to all Bl e i 0.66

The IT planning process is reasonably sound and ensures that appropriate planning is likely
14 to be performed. However, discretion is given to individual managers with respect to A little 0.33
implementation of the process, and there are no procedures to examine the process.

However, discretion is given to individual managers with respect to implementation of the .

15 . A little 0.33
process, and there are no procedures to examine the process.
The overall IT strategy includes a consistent definition of risks that the organisation is willing

16 ; Not at all 0
to take as an innovator or follower.

17 The IT financial, technical and human resources strategies increasingly influence the Ok i 1ok 066

acquisition of new products and technologies.



Questionnair for Control Self Asessment
PO1 : Define a Strategic IT Plan

Statements
compliance
values

How much do

Statements
you agree?

18  IT strategic planning is discussed at business management meetings. Not at all

Number of matuality statement

Maturity level compliance value

Not normalized compliance values
Contribution

Level 4 Managed and Measureable

19 IT strategic planning is standard pract:ce and exceptlons wouid be notlced by managemenl A little 0.33
20 IT strategic planning is a defined management function with senior-level responsibilities. Quite a lot 0.66
21 Management is able to monitor the {T strategic planning process, make informed decisions Bl e 0.66

based on it and measure its effectiveness.

Both short-range and long-range IT planning occurs and is cascaded down into the Not at all 0

& organisation, with updates done as needed.

The IT strategy and organisationwide strategy are increasingly becoming more co-ordinated
23 by addressing business processes and value-added capabilities and leveraging the use of A little 0.33
applications and technologies through business process reengineering.

There is a well-defined process for determining the usage of internal and external resources A little 0.33

24 required in system development and operations.

Total ¥ ===
Number of matuality statement

Maturity level compliance value

Not normalized compliance values |
Contribution



Questionnair for Control Self Asessment
PO1 : Define a Strategic IT Plan

T T T

Total: Not normalized compliance values

Statements
compliance
values

How much do

Statements
you agree?

Level 5: Optimised S R SRR

IT strategic planning is a documented, living process, is continuously considered in

25 business goal setting and results in discernable business value through investments A little 0.33
inIT.
Risk and value-added considerations are continuously updated in the IT strategic ,

26 . A little 0.33
planning process.

27 Realistic long-range IT plans are developed and constantly updated to reflect A little 0.33

changing technology and business-related developments.

Benchmarking against well-understood and reliable industry norms takes place and A little 0.33

is integrated with the strategy formulation process.
I ne strategic pian includes how new technology develiopments can arnve the
29 creation of new business capabilities and improve the competitive advantage of the Quite a lot 0.66

nrnanieatinn

28

Total -
Number of matuality statement

Maturity level compliance value

Not normalized compliance values ;=
Contribution




Questionnair for Control Self Asessment
PO9 : Assess and Manage IT Risks

Total: Not normalized compliance values

Statements
compliance
values

How much do

Statements
you agree?

Level 0: Non-existent - - : B e _
1  Risk assessment for processes and busmess demsmns does not occur. Quite a lot 0.66
The organisation does not consider the business impacts associated with security

2 \uinerabilities and development project uncertainties. A little 0.33
B Risk management has not been identified as relevant to acquiring IT solutions and delivering _

IT services. Quite a lot 0.66

Total - - 1.6500

Number of matuality statement . P

Maturity level compliance value . 0.5500

i i b e=s o
Not normalized compliance values |~
Contribution

Level 1: Initial 1 Ad Hoc

4  IT risks are considered in an ad hoc manner. - | - Completely - 1

5 Informal assessments of project risk take place as determined by each project. Quite a lot 0.66
Risk assessments are sometimes identified in a project plan but are rarely assigned to

6 . Completely 1
specific managers.

B Specific ‘IT-reIated flsks su;h as security, availability and integrity are occasionally considered Completely 1
on a project-by project basis.

8 IT-reI_ated risks affecting day-to-day operations are seldom discussed at management A little 033
meetings.

9  Where risks have been considered, mitigation is inconsistent. Not at all 0

10 There is an emerging understanding that IT risks are important and need to be considered. Quite a lot

Total

Number of matuality statement

Maturity level compliance value .



Questionnair for Control Self Asessment
POS9 : Assess and Manage IT Risks

Total: Not normalized compliance values 3.0371

Statements
compliance
values

How much do

Statements
you agree?

Not normalized compliance values
Contribution

Level 2: Repeatable but Intuitive

An immature and developing risk assessment approach exists and i.s -imp'lemented at the : :

10 : : : A little 0.33
discretion of the project managers.
The risk management is usually at a high level and is typically applied only to major projects :

1 : A little 0.33
or in response to problems.

12 Risk mitigation processes are starting to be implemented where risks are identified. A little

Total

Number of matuality statement

Maturity level compliance value

Not normalized compliance values “,
Contribution

Level 3: Defined Process

. . . . . ) - k )
13 An organisationwide risk management policy defines when and how to conduct ris Quite a lot 0.66
assessments.
14 Risk management follows a defined process that is documented. Quite a lot 0.66
15 Risk management training is available to all staff. Quite a lot 0.66
Decisions to follow the risk management process and to receive training are left to the
15 o S : Not at all 0
individual's discretion.
The methodology for the assessment of risk is convincing and sound and ensures that key :
W risks to the business are identified. Quite a lot 0.6
18 A process to mitigate key risks is usually instituted once the risks are identified. Completely 1
19 Job descriptions consider risk management responsibilities. Not at all 0

Total = 3.6400



Questionnair for Contrel Self Asessment
PO9 : Assess and Manage IT Risks

Total: Not normalized compliance values 3.0371

Statements
compliance

How much do

Statements
you agree?

Number of matuality statement ~%.#
Maturity level compliance value

Not normalized compliance values ;
Contribution

Level 4: Managed and Measureable R e e R P e

20 The assessment and management of risk are standard procedures Quite a lot 0.66

21 Exceptions to the risk management process are reported to IT management. A little 0.33

22 IT risk management is a senior management-level responsibility. Not at all 0
Risk is assessed and mitigated at the individual project level and also regularly with regard to

23 . Not at all 0
the overall IT operation.
Management is advised on changes in the business and IT environment that could >

o significantly affect the IT-related risk scenarios. Qe s ot g0
Management is able to monitor the risk position and make informed decisions regarding the '

25 = A little 0.33
exposure it is willing to accept.

26 All identified risks have a nominated owner, and senior management and IT management A little 033
have determined the levels of risk that the organisation will tolerate. '

27 IT management has developed standard measures for assessing risk and defining risk/return Ouilks & ot 0.66
ratios.

28 Management budgets for an operational risk management project to reassess risks on a A little 033
regular basis.

29 A risk management database is established and part of the risk management processes is A little 0.33

beginning to be automated.
30 IT management considers risk mitigation strategies. A little
Total \/= " .

Number of matuality statement;‘_f‘-:___. >




Questionnair for Control Self Asessment
PO9 : Assess and Manage IT Risks

Total: Not normalized compliance values

Statements
compliance

How much do
you agree?

Statements

Maturity level compliance value®

Not normalized compliance values
Contribution

Level 5: Optimised . - RN i ' : SRS SR
Risk management has deveioped to the stage where a structured orgamsatronwnde A little 0.33

31
process is enforced and well managed.
32 Good practices are applied across the entire organisation. Quite a lot 0.66
33 ‘:":‘i::__’::u_:" 1Yy, alialysIid aliu IcSpuiully v HIoR Hhial lduclllcl L JUaila aic lllul Ily Qu|te a lot 066
24 Guidance is drawn from leaders in the field and the IT organisation takes part in Quite a lot 0.66
peer groups to exchange experiences. '
35 Risk management is truly integrated into all business and IT operations, is well Quite a lot 0.66
accepted, and extensively involves the users of IT services. ’
36 Management will detect and act when major IT operational and investment Quite a lot 0.66
decisions are made without consideration of the risk management plan. '
37 Management continually assesses risk mitigation strategies. Quite a lot 0.66
Total

Number of matuality statement :'
Maturity level compliance value

Not normalized compliance values
Contribution



Questionnair for Control Self Asessment
PO10 : Manage Projects

Statements
compliance

How much do

you agree?

values

ik e S T oty L o i

Project management techniques are not used and the organisation does not consider Not at all 0
business impacts associated with project mismanagement and development project failures. ke

Total .
%
Number of matuality statement *

Maturity level compliance value

Not normalized compliance values | :;
Contribution

2 _Tht_e use of project management techniques and approaches within IT is a decision left to Ciiile 8 ok 0.66
individual IT managers.

3  There is a lack of management commitment to project ownership and project management. Quite a lot 0.66

4 _Cnt:cal decisions on project management are made without user management or customer Chilia ok 0.66
input.
There is little or no customer and user involvement in defining IT projects. Quite a lot 0.66
There is no clear organisation within IT for the management of projects. Quite a lot 0.66

. Roles and responsibilities for the management of projects are not defined. Projects, A little 0.33
schedules and milestones are poorly defined, if at all. g

8 Project staff time and expenses are not tracked and compared to budgets. Quite a lot 0.66

Total© 75 "4 3800
Number of matuality statement ' 'f
Maturity level compliance value j'_'_0;6'1'29__'




Questionnair for Control Self Asessment
PO10 : Manage Projects

Total: Not normalized compliance values

Statements
compliance
values

How much do

Statements
you agree?

Not normalized compliance values
Contribution

Level 2: Repeatable but Intuitive : S s e

g Senior management has galned and com mumcated an awareness of the need for IT pmject A little 033
management.

10 fTrg;en c;?;rea(i:s;atgo:r;?eigtthe process of developing and utilising some techniques and methods Quite a lot 0.66

11 IT projects have informally defined business and technical objectives. Quite a lot 0.66

12 There is limited stakeholder involvement in IT project management. A little 0.33

13 Initial guidelines have been developed for many aspects of project management. Quite a lot 0.66

Application of project management guidelines is left to the discretion of the individual project A little 0.33

14
manager.

Total, =55
Number of matuality statement

Maturity level compliance value-
Not normalized compliance values

Level 3 Deﬂned Process

The IT project management process and methodology have been estab[ushed and Quite a lot 0.66
communicated.

16 IT projects are defined with appropriate business and technical objectives. Quite a lot 0.66

15



Questionnair for Control Self Asessment
PO10 : Manage Projects

Total: Not normalized compliance values

Statements
Statements How much do compliance
you agree?
values
17 Senior IT and business management are beginning to be committed and involved in the A it 0.33
management of IT projects. e '
18 A project management office is established within IT, with initial roles and responsibilities Ouils @ ot 0.66
defined.
. . . e .
19 IT projects are monitored, with defined and updated milestones, schedules, budget and Quite 2 lot 0.66
performance measurements.
20 Project management training is available. Quite a lot 0.66
21 Project management training is primarily a result of individual staff initiatives. Quite a lot 0.66
Quality assurance procedures and post-system implementation activities have been defined, ;
e but are not broadly applied by IT managers. Quite a lot 0.6
23 Projects are beginning to be managed as portfolios. Completely 1
Total ' 5.9500
Number of matuality statement gy 9
Maturity level compliance value 0.6611

Uiy

Not normalized compliance values =+ 0.2208
Contribution

Level 4: Managed and Measureable e,
Management requires formal and standardised project metrics and lessons learnt to be A little 033

& reviewed following project completion.

25 Pro;_ect management is measured and evaluated throughout the organisation and not just Ol 6.1 066
within IT.

26 Enhancements to the project management process are formalised and communicated with Quite a lot 0.66

project team members trained on enhancements.



Questionnair for Control Self Asessment
PO10 : Manage Projects

Total: Not normalized compliance values

Fioes nuiek: i Statenjents
Statements compliance
you agree?
values
IT management has implemented a project organisation structure with documented roles, .
27 St - A little 0.33
responsibilities and staff performance criteria.
28 Criteria for evaluating success at each milestone have been established. A little 0.33
29 Valge and risk are measured and managed prior to, during and after the completion of Qe & 1t 0.66
projects.
30 Projects increasingly address organisation goals, rather than only IT-specific ones. Quite a lot 0.66
31 There is strong and active project support from senior management sponsors as well as il .3k 0.66
stakeholders.
Relevant project management training is planned for staff in the project management office :
32 A A little 0.33
and across the IT function.
Total .~ 46200
Number of matuality statement 12 it g
Maturity level compliance value 05133

=

Not normalized compliance values .
Contribution

04785

Level 5: Optimised
A proven, full life cycle project and programme methodology is implemented, enforced and

& integrated into the culture of the entire organisation. A little 0.33
An ongoing initiative to identify and institutionalise best project management practices has A

- been implemented. Quite a lot 0.66

35 An IT strategy for sourcing development and operational projects is defined and Oilts 5 6t 0.66

implemented.



Questionnair for Control Self Asessment
PO10 : Manage Projects

Total: Not noimalized compliance values

Statements
compliance
values

How much do
you agree?

Statements

An integrated project management office is responsible for projects and programmes from

" inception to post-implementation. Quite a lot 0.66
37 Organ:sattqpmde planning of prog‘ram_rr‘)e's and projects ensures that user and IT resources Qiilté 3 1ot 0.66

are best utilised to support strategic initiatives.
Total

Number of matuality statement _';__\

Maturity level compliance value

Not normalized compliance values i
Contribution



Questionnair for Control Self Asessment
Al6 : Manage Changes

Total: Not normalized compliance values

Statements
compliance
values

How much do
you agree?

Statements

Level 0: Non-existent R e e &

There is no defined change management process and changes can be made with virtually no

control. Not at all 0

There is no awareness that change can be disruptive for IT and business operations, and no Not at all 0
awareness of the benefits of good change management.

Total - 0.0000

Number of matuality statement = 2

Maturity level compliance value
Not normalized compliance values

Level 1: Initial / Ad Hoc

3 ltis recognised that changes should be managed and controlled. A little 0.33
4  Practices vary and it is likely that unauthorised changes take place. Not at all 0
There is poor or non-existent documentation of change, and configuration documentation is
5 . Not at all 0
incomplete and unreliable.
6 Errors are likely to occur together with interruptions to the production environment caused by A little 033
poor change management. '
Total 0.6600
Number of matuality statement . 4
Maturity level compliance value 43 0.1650
Not normalized compliance values & “##10.0829

Contribution

Level 2: Repeatable but Intuitive



Questionnair for Control Self Asessment
Al6 : Manage Changes

Statements
Statements HoW Mok 4o compliance
you agree?
values
- There is an informal change management process in place and most changes follow this A littl 0.33
approach; however, it is unstructured, rudimentary and prone to error. - :
8 Configuration documentation accuracy is inconsistent and only limited planning and impact A little

assessment takes place prior to a change.
Total

Number of matuality statement

Maturity level compliance value

Not normalized compliance value
Contribution

Level 3: Defined Process

There is a defined formal change management process in place, including categorisation,
9 prioritisation, emergency procedures, change authorisation and release management, and A little 0.33

compliance is emerging.

10 Workarounds take place and processes are often bypassed. A little 0.33
11 Errors may still occur and unauthorised changes occasionally occur. Not at all 0
12 The analysis of the impact of IT chapgeg on business opergtions is becoming formalised, to Not at all 0
support planned rollouts of new applications and technologies.
Total

Number of matuality statement
Maturity level compliance value

Not normalized compliance values
Contribution



Questionnair for Control Self Asessment
Al6 : Manage Changes

F 4 : '.I'- 1 i
Total: Not normalized compliance values
=

Statements
compliance
values

How much do
you agree?

Statements

The change management process is well developed and consistently followed for all

L changes, and management is confident that there are minimal exceptions. Completaly L

14 The process is efficient and effective, but relies on considerable manual procedures and Conilibil 1
controls to ensure that quality is achieved. pietely

15 }_\II c_hanges are subject tq thorough planning and impact assessment to minimise the Completely 1
likelihood of post-production problems.

16 An approval process for changes is in place. Completely 1

17 Change management documentation is current and correct, with changes formally tracked. Completely 1

18 Configuration documentation is generally accurate. Completely 1

IT change management planning and implementation are becoming more integrated with
19 changes in the business processes, to ensure that training, organisational changes and Completely 1
business continuity issues are addressed.

There is increased co-ordination between IT change management and business process

" redesign. Completely 1
21 There is a consistent process for monitoring the quality and performance of the change Completely ;
management process.
Total

Number of matuality statement
Maturity level compliance value =

Not normalized compliance values &=
Contribution

Level 5: Optimised



Questionnair fo;' Control Self Asessment

Al6 : Manage Changes

22

23
24

25

26

Statements
Statements PIGW RGN #o compliance
you agree?
values
The change management process is regularly reviewed and updated to stay in line with good A little 0.33
practices. '
The review process reflects the outcome of monitoring. A little 0.33
Configuration information is computer-based and provides version control. A little 0.33
Tracking of changes is sophisticated and includes tools to detect unauthorised and A little 033

unlicensed software.

IT change management is integrated with business change management to ensure that IT is
an enabler in increasing productivity and creating new business opportunities for the A little 0.33
organisation.

Total

Number of matuality statement

Maturity level compliance value

Not normalized compliance values /-
Contribution



Questionnair for Control Self Asessment
DS5: Ensure System Security

Total: Not normlized compliance values ' - 0.8850

Statements
compliance
values

How much do

Statements
you agree?

Level 0: Non-existent g g _

1  The organisation does not recognise the need for IT security. Not at all 0
2 Responsibilities and accountabilities are not assigned for ensuring security. Not at all 0
3 Measures supporting the management of IT security are not implemented. Not at all 0
4  There is no IT security reporting and no response process for IT security breaches. Not at all 0
5 There is a complete lack of a recognisable system security administration process. Not at all 0
Total 0.0000
Number of matuality statement At
Maturity level compliance value 0.0000
Not normalized compliance values | - 70.0000

Contribution

Level 1: Initial / Ad Hoc

6 The organisation recognises the need for IT security. Not at all 0
7  Awareness of the need for security depends primarily on the individual. Not at all 0
8 IT security is addressed on a reactive basis. Not at all 0
9 IT security is not measured. Not at all 0
10 E:ct::;?d IT security breaches invoke finger-pointing responses, because responsibilities are Not at all 0
11 Responses to IT security breaches are unpredictable. Not at all 0
Total ~ ' 0.0000

Number of matuality statement e 6



Questionnair for Control Self Asessment

DS5: Ensure System Security

Statements
compliance
_values

How much do

Statements
you agree?

Contribution

Level 2: Repeatable but Intuitive

12

13
14
15
16
17
18

19

Responsibilities and accountabilities for IT securtty are assigned toan IT security ' Not at all 0
co-ordinator, although the management authority of the co-ordinator is limited.
Awareness of the need for security is fragmented and limited. Quite a lot 0.66
Although security-relevant information is produced by systems, it is not analysed. Not at all 0
Services from third parties may not address the specific security needs of the organisation. Not at all 0
Security policies are being developed, but skills and tools are inadequate. Not at all 0
IT security reporting is incomplete, misleading or not pertinent. Not at all 0
Security training is available but is undertaken primarily at the initiative of the individual. Not at all 0
IT security is seen primarily as the responsibility and domain of IT and the business does not
see that IT security is within its domain. Pt 9
Total 0.6600
Number of matuality statement o Lo
Maturity level compliance value 0.0825

Not normalized compliance values |
Contribution

Level 3: Defined Process



Questionnair for Control Self Asessment

DS5: Ensure System Security

Statements
How much do 2
Statements compliance
you agree?
values
20 Security awareness exists and is promoted by management. Not at all 0
21 IT security procedures are defined and aligned with IT security policy. Not at all 0
22 Responsibilities for IT security are assigned and understood, but not consistently enforced. Not at all 0
23 AnIT security plan and security solutions exist as driven by risk analysis. Not at all 0
24 Reporting on security does not contain a clear business focus. Not at all 0
25 Ad hoc security testing (e.g., intrusion testing) is performed. Not at all 0
26 Security training is available for IT and the business but is only informally scheduled and Not at all 0
managed. Nl _
Total ~ 0.0000
Number of matuality statement =~ 7
Maturity level compliance value 0.0000

Not normalized compliance values '*F &

Contribution- ~ 0.0000

Level 4: Managed and Measuroable

27 Responsibilities for IT security are clearly assrgned managed and enforced. Quite a lot 0.66
28 IT security risk and impact analysis is consistently performed. Completely 1
29 Security policies and practices are completed with specific security baselines. Quite a lot 0.66
30 Exposure to methods for promoting security awareness is mandatory. Completely 1
31 User identification, authentication and authorisation are standardised. Completely 1
32 Security certification is pursued for staff who are responsible for the audit and management Quite a lot 0.66

of security.



Questionnair for Control Self Asessment
DS5: Ensure System Security

zed compliance values

Statements
compliance
values

How much do

Statements
you agree?

Security testing is done using standard and formalised processes leading to improvements of

33 security levels. Completely 1
34 IT security processes are co-ordinated with an overall organisation security function. Completely 1
35 IT security reporting is linked to business objectives. Quite a lot 0.66
36 IT security training is conducted in both the business and IT. Completely 1
37 IT security traunlng 1s‘planned and managed in 2 manner that responds to business needs Gl ik 0.66
and defined security risk profiles.
38 KGIs and KPlIs for security management have been defined but are not yet measured. A little 0.33
Total ' 9.6300
Number of matuality statement #RH AR Y
Maturity level compliance value 0.8025

Not normalized compliance values = ¢
Contribution

Level 5: Optimised : _ :
IT security Is a joint responsibility of business and IT management and is integrated

39 with corporate security business objectives. Not at all 0
40 IT security requirements are clearly defined, optimised and included in an approved Not at all 0
security plan.
requirements, and security functions are integrated with applications at the design
41 stage_ Not at all 0
Security incidents are promptly addressed with formalised incident response
Not at all 0

42 procedures supported by automated tools.



DS5: Ensure System Security

Questionnair for Control Self Asessment

43

45
46

47
48

49

Statements
compliance
values

How much do
you agree?

F'eriodic security assessments are conducted to evaluate the effectiveness o

implementation of the security plan. Not at all 0
Information on threats and vulnerabilities is systematically collected and analysed. Not at all 0
Adequate controls to mitigate risks are promptly communicated and implemented. Not at all 0
Security testing, root cause analysis of security incidents and proactive identification

of risk are used for continuous process improvements. Not at all 0
Security processes and technologies are integrated organisationwide. Not at all 0
KGls and KPlIs for security management are collected and communicated. Not at all 0
Management uses KGIs and KPIs to adjust the security plan in a continuous o .

otata

improvement process.

Total
Number of matuality statement

Maturity level compliance value



Questioslair for Control Seif Asessment .

DS11 : Manage Data

How much do Statenjnents
Statements compliance
you agree?
values
Level 0: Non-existent Z e
1 Data are not recognised as corporate resources and assets. Not at all 0
2 There is no assigned data ownership or individual accountability for data management. Not at all 0
3 Data quality and security are poor or non-existent. Not at all

Total = 0.0000
Number of matuality statement = 503
Maturity level compliance value ~ 0.0000
Not normalized compliance values | 22 = *="0:0000

Contribution

Level 1: Initial / Ad Hoc : 23
4 The organisation recognises a need for accurate data management. A little 0.33

There is an ad hoc approach for specifying security requirements for data management, but

. no formal communications procedures are in place. oL - 0

6 No specific training on data management takes place. A little 0.33
7  Responsibility for data management is not clear. A little 0.33
8 Backup/restoration procedures and disposal arrangements are in place. A little 0.33

Total . 1.3200

Number of matuality statement AT |

Maturity level compliance value _ 0.2640

Not normalized compliance values [ (IS 501316

Contribution

Level 2: Repeatable but Intuitive



Questionnair for Control Seilf Asessment
DS11 : Manage Data

—— T % R

ed compliance values

Statements
How much do .
Statements compliance
you agree?
values
9 The awareness of the need for accurate data management exists throughout the A little 033
organisation.
10 Data ownership at a high level begins to occur. A little 0.33
11 Security requirements for data management are documented by key individuals. A little 0.33
Some monitoring within IT is performed on data management key activities (backup, )
12 : ¢ A little 0.33
restoration, disposal).
13 Responsibilities for data management are informally assigned for key IT staff. A little 0.33
Total ' 1.6500
Number of matuality statement SN
Maturity level compliance value 0.3300

Not normalized compliance values! == 0.1645

Contribution " 0.3289

Level 3: Defined Process

13 The need for data management within IT and across the organisation is understood and A little 0.33
accepted.

14 Responsibility for data management is established. A little 0.33

15 Data ownership is assigned to the responsible party who controls integrity and security. Not at all 0

16 Data ownership is assigned, and integrity and security are controlled by the responsible party. A little 0.33
Data management procedures are formalised within IT and some tools for backup/restoration .

17 . : A little 0.33
and disposal of equipment are used.

18 Some monitoring over data management is in place. Not at all 0

19 Basic performance metrics are defined. A little 0.33

20 Training for data management staff is emerging. A little _ 0.33

Total 1.9800



Questionnair for Control Seif Asessment
DS11 : Manage Data

Total: Not normalized compliance values

Statemen
How much do 'e o
Statements compliance
you agree?
values

Number of matuality statement: = ' g

Maturity level compliance value 0.2475
Not normalized compliance values - |55 #0421
Contribution

Level 4: Managed and Measureable
The need for data management is understood and required actions are accepted within the

21 - Not at all 0
organisation.
Responsibility for data ownership and management are clearly defined, assigned and ,
22 : My e A little 0.33
communicated within the organisation.
23 Procedures are formalised and widely known, and knowledge is shared. A little 0.33
24 Usage of current tools is emerging. A little 0.33
Goal and performance indicators are agreed to with customers and monitored through a
25 Not at all 0
well-defined process.
26 Formal training for data management staff is in place. Not at all 0
Total 0.9900
Number of matuality statement & 6
Maturity level compliance value : 0.1650
Not normalized compliance values [ 8 1520.0822
Contribution
Level 5: Optimised

The need for data management and the understanding of all required actions is

fies S Completel 1
understood and accepted within the organisation. s



Questionnair for Control Self Asessment

DS11 : Manage Data

Seedlnifis

Total: Not ormaliz compliance values

Statements
How much do ;
Statements compliance
you agree?
values
28 Future needs and requirements are explored in a proactive manner. Completely 1
The responsibilities for data ownership and data management are clearly
29 . : - . : Completely 1
established, widely known across the organisation and updated on a timely basis.
Procedures are formalised and widely known, and knowledge sharing is standard
30 . Completely 1
practice.
31 Sophisticated tools are used with maximum automation of data management. Completely 1
Goal and performance indicators are agreed to with customers, linked to business
32 . i : : ; Completely 1
objectives and consistently monitored using a well-defined process.
33 Opportunities for improvement are constantly explored. Completely 1
34 Training for data management staff is institutionalised. Completely 1
Total . 8.0000
Number of matuality statement - : 8

Maturity level compliance value

Not normalized compliance values [ i & =
Contribution




Questionnair for Control Self Asessment
ME1 : Monitor and Evaluate IT Perforntance

Statements

How much do
you agree?

compliance
values

Statements

Level 0: Non-existent i e >
1  The organisation has no monitoring process implemented. Not at all

2 IT does not independently perform monitoring of projects or processes. Not at all
3  Useful, timely and accurate reports are not available. Not at all
4 The need for clearly understood process objectives is not recognised. Not at all
Total |
Number of matuality statement 4

Maturity level compliance value

Not normalized compliance values /{1
Contribution

Level 1: Initial / Ad Hoc

5 Management recognises a need to collect and assess information about monitoring Not at all 0
processes.

6 Standard collection and assessment processes have not been identified. Not at all 0
Monitoring is implemented and metrics are chosen on a case-by-case basis, according to the

7 - : Not at all 0
needs of specific IT projects and processes.
Monitoring is generally implemented reactively to an incident that has caused some loss or

8 iz Not at all 0
embarrassment to the organisation.

9 The accounting function monitors basic financial measures for IT. Not at all 0

Total' "~ 0.0000
Number of matuality statement . .
Maturity level compliance value - © 0.0000

Not normalized compliance values | "




Questionnair for Control Seif Asessment
ME1 : Monitor and Evaluate IT Performance

S1n
Total: Not normalized compliance values

How much do

Statements
you agree?

Contribution

Level 2: Repeatable but Intuitive

10 Basic measurements to be monitored have been identified. Not at all

Collection and assessment methods and techniques exist, but the processes have not been
11 : A Not at all
adopted across the entire organisation.
12 Interpretation of monitoring results is based on the expertise of key individuals. Not at all
13 Limited tools are chosen and implemented for gathering information, but the gathering is not Not at all

based on a planned approach. _
Total

Number of matuality statement
Maturity level compliance value

Not normalized compliance values == = 2

Contribution

Level 3: Defined Process

14 Management has communicated and institutionalised standard monitoring processes. Not at all

15 Educational and training programmes for monitoring have been implemented. Not at all

16 A formalised knowledge base of historical performance information has been developed. Not at all
Assessment is still performed at the individual IT process and project level and is not

17 . Not at all
integrated among all processes.

18 Tools for monitoring IT processes and service levels have been defined. Not at all

19 Measurements of the contribution of the information services function to the performance of Not at all

the organisation have been defined, using traditional financial and operational criteria.

Statements
compliance

values
0.0000

'~ 0.0000



Questionnair for Controi Seif Asessment
ME1 : Monitor and Evaluate IT Perfor.me

Total: Not normalized copliance values

Mow duich do Statements

Statements compliance

Ou agree?
y 9 values

IT-specific performance measurements, non-financial measurements, strategic

20 measurements, customer satisfaction measurements and service levels are defined. Not ot a8 0
21 A framework has been defined for measuring performance. Not at all 0
Total -0.0000
Number of matuality statement DR PA L
Maturity level compliance value 0.0000

Not normalized compliance values =~ .

Contribution . 0.0000

Level 4: Managed and Measureable.
22 Management has defined the tolerances under which processes must operate. Completely 1

23 Reporting of monitoring results is being standardised and normalised. Completely 1

24 There is integration of metrics across all IT projects and processes. Completely 1

25 The IT organisation’s management reporting systems are formalised. Completely 1
Automated tools are integrated and leveraged organisationwide to collect and monitor

26 ; : . A Completely 1
operational information on applications, systems and processes.

27 Management is able to evaluate performance based on agreed-upon criteria approved by Completely 1
stakeholders.

28 Measurements of the IT function align with organisationwide goals. Completely 1

Number of matuality statement oty

Maturity level compliance value

Not normalized compliance valuesf:} '
Contribution



Questionnair for Control Self Asessment
ME1 : Monitor and Evaluate IT Performance

: Not normalized compliance values

Statements
compliance
values

How much do

Statements
you agree?

Level 5: Optimised _
A continuous quality improvement process is developed for updating

29 organisationwide monitoring standards and policies and incorporating industry best Quite a lot 0.66
practices.
30 All monitoring processes are optimised and support organisationwide objectives. Quite a lot 0.66
BusInessariven metrics are routinely used 1o measure perrormance anda are
31 integrated into strategic assessment frameworks such as the IT balanced Quite a lot 0.66
srnrecard
32 Process monitoring and ongoing redesign are consistent with organisationwide A little 0.33
business process improvement plans. '
35 Benchmarking against ar?dustry‘an‘d key competitors has become formalised, with Quite a lot 0.66
well-understood comparison criteria.
Total ~ 2.9700
Number of matuality statement . . 5

Maturity level compliance value

Not normalized compliance values "
Contribution
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