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Suranaree University of Technology

Proposed Electronic Communications Acceptable Use Policy

S-u.ra.nareeUniversity of Technol-ogy extends t6 authorized users the privilegerof using its electronic
communication facilities. The Computer Center for Services‘ shares-the general responsibility of
prbviding access to and maintaining the University's electronic communication ‘faciliti'es for its
students, faculty, administrators, and staff. As part of their responsibiliiies, the Computer Center fbr
Sen’zic_es administers the University's policies that govern access to and use of these facilities. The
following policy pertains to all users, whether or not authorized, of the University's electronic

communication facilities, and sets forth conditions on the use of those facilities.

Electronic communication facilities owned by the University should be used only for University-
related educational, research, professional, or other University-authorized activities. Incidental
personal use is authorized in accordance with the limitations set forth in this policy, if it imposes no

more than the actual cost on the Universify.

University personnel responsible for the care, operation, use, and maintenance of electronicl'
gfmmmua&caxt-iemrﬁamh{iesQ&la-v.e i‘hﬁz:wﬁﬁﬁﬁ@ﬂ&ﬁh&imnﬁﬂemﬁém'ﬁe‘@f‘hﬁ:fmls@ﬁSm:er-d.&tﬁ-usin\«lhﬂ‘ir .efforts to
.maintain privacy and security on those facilities. However, the University disclaims responsibility

for thé loss of data or interference with files that may result from its efforts to maintain its .

electronic communication facilities.

Users are expected to cooperate in the maintenance of the University's electronic communication

facilities and in the investigation of misuse or abuse of those facilities. Users should notify the



-Computer Center for Sérvices of possible. violations -of this policy and about deficiencies in the

security of the University's electronic communication facilities.

Network traffic exiting the University is subject to the acceptable use ‘poiicies of the network.

through which it flows, as well as to all applicaﬁle University policies.

The rights and responsibilities set forth below supplement other policies in effect with regard to
faculty, administration, staff, and students of -Suranaree University of Technology. Users who
violate this policy may have their network access suspended: Depending on the serioﬁsness of the
violation, University disciplindry procedure(s) may be invoked, as set forth in the appropriate
governing handbooks. Violations of state, or locél laws may result in referral to the appropriate legal

authority.

8 Definiﬁons

The- followihg terms (iqcluding their variants) are specially defined for purposes of this pqlicy.
"University" means Suranaree University of Technology, a state en-tity.

"Electronic communication facility” means any of the following: computer network; connections to
the Internet; voice and data telecommunications. Electronic communication facilities include voice
mail, world-wide web, facsimile, electronic mail, personal and multi-user computers, local area

‘networks, and the computer network.
"Committee” means the Acceptable Use Committee described in IILA.2.

"Computer network" means the University's computer network, which consists of a campus-wide
backbone network, local area networks, and many shared computers, connected line of

communications, as well as personal desktop computers.

"User" means anyone who uses the electronic communication facilities owned and maintained by
the University. "Authorized "user” means any member of the University community who uses the
University's electronic communication facilities with the University's permission, and collectively

" includes University students, faculty, administrators, and staff.

-To take (c‘»fr fail to take) action "knowingly” means to do so with the knowledge or understan‘ding

that a particular result is likely to occur. To take (or fail to take) action "deliberately” means to do

t

5o with intent to cause a particular result.



'I'I."Rigl'ht‘s'_a'ndﬂéspo_nsibilities of Users

Authorized users are entitled to privacy and to the exercise of intellectual freedom, and more
generally are entitled to the safety and integrity of University electronic communication facilities,

as set forth and limited below.
A.Privacy

Authorized users are entitled to privacy in their use of the University's electronic communication

facilities, subject to IIL.B and
IILC and to the Universify’s responsibility described in IILE.

Without the other user's permission, users are prohibited from obtaining the other user's password;
from monitoring the other user's voice or data communications; and from reading, copying,

changing, or deleting the other user's computer files or software.

Users are responsible for the security of their passwords and for changing passwords on a regular

basis to maintain that security.
B. Intellectual Freedom

The University's electronic communication facilities provide a free and open forum for expression
of ideas. Except as otherwise provided in this policy, the University neither prohibits nor sanctions

(positively or negatively) the expression of personal opinion on those facilities.

Users must not place, use, or transmit information or software on any University owned electronic

communication facility with knowledge that it is likely to result in civil or criminal liability.

Users must not use the University's electronic communication facilities for commercial or political
purposes without the University's authorization. Property uses permitted under the University's
policy on Name, Symbols and Other Property are deemed to be University authorized for purposes

“ofithispolicy.
6 Security

The University recognizes and will at‘tempt to support the interests of authorlzed users in tbe safety

and integrity of electronic communications and of the Umvers1tys electronlc communication



facilities. Users must recognize, however, that electronic . communications are not entirely secure by

their very nature.

Users are prohibited from deliberately impairing the operation of the University's electronic
communication facilities, and may not perform an act-with knowledge that it is likely to seriously
impair the operation of those facilities. Users must not knowingly circumvent data protection

schemes or uncover security loopholes.
'D. Other Responsibilities of Users

Users must not (1) disguise the identity of their account or device; (2) use a University electronic
communication facility to gain unauthorized access to remote systems:; or (3) provide access to the
University's electronic communication facilities or the Internet to anyone outside of the Univérsity
community for any purposes other than those that are in direct support of the mission of the
University; (4} use a University electronic communication facility to distribute any petition, or piece
of literature that is obscene, libelous, or directed to inciting or producing imminent lawless action
and is likely to incité or produce such action; (5) use a University electronic communication facility

k]

to disttribute anonymous publications.
Users inust not deliberately attempt to violate this policy's proscriptions on users.

Users are prohibited from copying University-owned or University licensed software or data for
distribution to persons other than authorized users, and from copying site-licensed software for use
at locations not covered under the terms of the license agreement. The University is not responsible

for copyright violations of the users of its electronic communication facilities.
III. University Responsibilities to Authorized Users

A. In General

1. Authorized Users' Interests. Except with the user's consent or as provided in IIL.B and II1.C, the
interfere with an authorized user's activities, on its electronic communication facilities.
University' personnel will avoid the identification of files or activities with particular authorized
‘users and record-keeping that would facilitate such identification, except to the extent reasonably

necessary for systems management and maintenance.



2. Acceotable Use Commlttee The Acceptable Use Comlmttee a UmverSIty standmo Commlttee

wﬂl oversee the operatlon of thas pohcy and authonze the comprom:se of user mterests and the

: 1mp051t10n of sanctions when warranted (see III.C). The Acceptable Use Commattce will consnst
of three pe'r.sons serving One-year'terrhs, two of whom afé éppointed by t-he'President an_d one of |
Qhom is appointéd by the University's Academic Senate.

B. Routine Maintenance

When required for system maintenance, system upgrades, or other routine maintenance, University
personnel may compromise users' interests under IILA.1. The requirements set forth in II1.C do not
apply to routine maintenance. Reasonable efforts shall be made to notify users beforé routine
maintenance occurs. Users may notify the Acceptable Use Committee if they believe this provision
has been violated or improperly invoked, and the Committee may investigate and report to the

Academic Senate on such allegations.
C. University Response to Allegations of Prohibited Activity

1_. University personnel may compromise users’ interests under ITI.A.1 without additional authority
only when University .personne! have a good faith belief that immediate action is reasonably
necessary to prevent imminent and serious damage to the University's electronic communication
facilities or to person or property Un1ver51ty personnel must plomptly report to the Acceptable
Use Committee any compromise, undertaken in pursuance of this paragraph, of users' interests
under IILLA.L.

2. In all instances other than those specified in III.B and III.C.1, the activity in issue must ﬁrsf be
brought to the Acceptable Use Committee. The Committee will have sole authority to determine
whether, and the extent to which, the University is permitted to compromise users' interests
under IILA.1 in its investigation or other activities. If the Committee finds that the information
provided to it supports a reasonable belief that —

a. prohibited activity or damage to the University's electronic communication facilities or

1+PEISON.OLPIOPEITY. 1S ..Dcc;.g:;igg;orhas occurred,

b. comprdmising a user's interests under IILA.1. Wduld yield evidence of serious criminal
activity or activity fqr which the University is reasonably likely to be civilly liable,

c. legal action against the University has been taken or is reasonably likely to be taken and“.
compromising a user's interests under IILA.1 would yield evidenée useful-to the

University in defending or determining whether to settle the action, or



d. compromising a user's interests under IIL.A.1 is reasonably necéssary to comply with a

valid court order,

the Committee may refer any'subsequent investigation to the appropriate legal, technical, or

administrative entity. The Accep!ab{e Use Committee (and those whom it authonzes) have the

reSpOﬂ‘:lbllltlES stated in sections IIL.A and 1ILD. When possible, the Comnnttee will permit the

user whose interests are to be compromised a timely opportunity to assert claims such as

confidentiality or privilege over certain material.

3.

In exercising powers under this-' section, University personnel, including the Acceptable Use
Committee and its designees, may compromise users' intérests under IIILA.1 only to the extent
reasonably necessary to prevent damage to the University's electronic communication facilities
or to person or property, or to conduct the investigation authorized by the Committee. To énsu.re
compliance with this requirement, the Committee may specify the methods that may be
employed to investigate prohibited activity. .

If a user's privacy interests under IILLA.1 are compromised, either at the instance of the
Acceptable Use Committee or by University personnel acting independently, the user will be
notified as soon as possible of the extent of the compromise of interests and of sufficient
information to permit the user‘to d?etennine if the compromise was in c01np1iﬁnce with Vthis
policy. The Acceptable Use Commiittee may authorize délaying notification for up to six months
if reasonably necessary to avoid compromising an ongoing investigation; it it does'so, it may
also delay any report to the University Senate for the same time. If a user believes the.
compromise of interests was unwarranted, the user may require the Acceptable Use Committee
promptly to report on the circumstances of the compromise to the University Senate.

Except as others are authorized by IIL.C.1, the Acceptable Use Committee shall have sole
authority to do or to authorize the following:

a. Demand that a user cease activities found by the Committee to be prohibited by this
policy.

b. Suspend a user's access to, or authorization to access, any or all of the Uni\;ersity's
electronic communication facil@tiés. Ordinarily; suspension of access will not be
authortized until the demand descﬁBed in section IIL.C.5.a is made and the user fai__ls to
cease- the actzvmes in question. |

e Refer the matter for appropnate Un1vers1ty dlsc1p11nary actlon agamst a user.



6. The Acceptable Use Committee will meet in person umnless exigent circumstances require it to
meet telephonically. If Committee deliberation would delay intervention so as to impair
University intérests unreasoriably, the Presideﬁt or the President"s designee, after cohsultation

. with Committee member‘s if feadible, may exércise the powers of the Committee to the extent
-required to meet the need for prompt action. A compromise of use%s' interests under IILA.L in
purs_uance_, of this provision must be promptly repofted to the Committee in writing in sufficient
detail to permit the Committee- to determine whether this provision was properly invoked.

Nofhing in this provision limits the University's authority to proceed under II1.C.1.
D. No University Legal Liability

This policy is not intended to create legally enforceable righ-ts on behalf of users of the University's
electronic communication faéili.ties;based on éctions that are reasonably consistent with this pc;licy.:
As a condition of using‘ﬂ‘le University's electronic communication facilities, users agree they will
assert no claim or civil cause of action against the University, University personnel, or the
A(_:éeptable Use Committee for actions taken (or not taken) by them that are reasonably consistent

with this policy. Violations of this policy'may result in internal University disciplinary action.
E. Presérving Confidentiality

Information acquired by University personnel;from individual user files and accounts will be used
only as reasonably. necessary to petform their-duties. In making the report to the University Senate
(described in section IILF), the Acceptable.Use Committee will not provide information permitting

identification of the user unless the user consents.
F. Reporting Requirement

Each academic year, the Acceptable Use Committee will report to the President and the University
Senate on the o}aeration of this policy. The report will describe (1) each compromise of users'
interests under III.A.1, (2) the reasons alleged to juSéify the compromise of intereéts, (3) the
Acceptable Use Committee’s opinion whether the compromise ‘was justified, -and™(4) ‘the- user's
opinion whether the comp.romise was jpxsfiﬁed. The report will also summarize requests for

authorizations that the Committee refused. To guide the Committee's future work, the Senate may

disapprove any particular Committee action.




